
 
Tristar Bank 
719 East College Street 
Dickson, TN 37055 
 
 
 
Dear Valued Customer: 
 

We’re Taking Internet Security to a Higher Level! 
Today, technology changes rapidly. New advances in Internet Banking products and services are 
introduced every day and we try to ensure we always have the most sophisticated financial tools available 
for our Internet-savvy customers.  
 
That’s why we are pleased to announce that on February 21, 2007, we will be upgrading to the latest 
version of Internet Banking, which includes a new Advanced Authentication security feature. 
  

Your Internet Banking Service is Being Upgraded! 
The features and functions within Internet Banking will remain the same, however, the way you login to 
Internet Banking will change. Your new login will include: 
• A secret image and caption: When you first logon to Internet Banking with this new security feature, 
you will select your own secret image and set-up an image caption. We will always display your image and 
image caption before you are asked to enter your password on our website.  
• Multi-Layer Security: This new authentication method allows the security system to authenticate your 
computer in order to ensure that the sign-in is not a fraudulent attempt to access your account information.  
• Four Challenge Questions: In addition, upon your first login of the new system, you will be asked to 
setup four challenge questions that will be used for verification purposes if the security system does not 
recognize your computer.  
 
All you need to remember about our new security feature is simple: Once you’ve signed up, never enter 
personal information, such as your password, without seeing your personal security image first. 
 

View the Quick Reference Sheet Attached for More Information. 
There will also be a frequently asked questions document available on our website. And, if you still can’t 
find answers to your questions, feel free to call us at 615-446-7100. 
 
We are constantly striving to offer you the best products and services. Once you’ve had a chance to use our 
new Internet Banking service, please feel free to let us know what you think. And, as always, if you have 
any questions, please do not hesitate to call or stop in.  
 
 
Sincerely, 
 
 
Ted Williams 
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Advanced Online Authentication 
 
Quick Reference Guide – Existing Internet Banking Users 

Step 1: Upon first login with the new 
Advanced Authentication product, you will be 
asked to enter your current Online Banking 
User ID only, on the login screen. Once you 
enter your current User ID, simply click 
‘Validate’ to proceed. 

Step 2: The next screen will only 
appear the first time you log on to the 
new system. You will be asked to enter 
your existing Online Banking password 
and click the ‘Login’ button.  

Step 3: This screen will ask you to select or 
upload an image that will become your unique 
PassMark. You can view the images by 
selecting a category from the ‘Choose an 
Image’ drop-down box. Simply select the 
desired image by clicking on the link below, 
‘Select Image’. The image will appear in the 
box labeled ‘Your PassMark’. Here, you should 
click ‘Accept Image’ to proceed.   



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Step 4: The next screen asks you to name your 
image as well as select and answer 4 challenge 
questions. Each field must be unique and consist 
of anywhere from 6 to 30 characters. Once 
complete, simply click ‘Preview’. You will then be 
asked to review and confirm the information. You 
can click ‘Go Back’ to make changes or ‘Finished, 
- Login’ to enter Online Banking.  
 
 

The Advanced Authentication set up is complete!

Step 5: Each time you log in after the 
initial setup, you will be asked to enter 
your User ID as shown in Step 1. You 
will then get a screen where you will 
enter your password while being able 
to validate your unique PassMark. You 
may also be asked challenge questions 
based on the computer that you are 
using to access Online Banking. 

* Each time you log in to Online Banking from a different computer, 
you will be asked if you wish to register it. Registration of a computer 
means that the characteristics of the machines are being logged to the 
database for the User ID. 

* 

For additional information, visit us online at www.tristarbank.com


